Towards understanding security decisions
from quantum software projects on Github

Gaston Marquez - Nicolas Murda - Roberto Anabalon

gmarquezQubiobio.cl

nicolas.murual701@Qalumnos.ubiobio.cl

roberto.anabalon1901Qalumnos.ubiobio.cl

A'Q]
Niiii A

ne ¥ o

TLISC 2024

\& D/
UNIVERSIDAD DEL BiO-BIiO


mailto:gmarquez@ubiobio.cl
mailto:nicolas.murua1701@alumnos.ubiobio.cl
mailto:roberto.anabalon1901@alumnos.ubiobio.cl

Presentation agenda

e Context
e Study design
* Key findings

e Future work

Ist Latin American Workshop on Quantum Software Engineering 2/19



Presentation agenda

e Context
e Study design
* Key findings

e Future work

Ist Latin American Workshop on Quantum Software Engineering 3/19



Context

e Quantum software engineering is a rapidly

developing field that integrates the
principles of quantum computing with
software development and methodology.
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Context

* The primary objective of quantum software

engineering is to design, develop, and
optimize algorithms and programs that
exploit these quantum capabilities to solve
complex problems.
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Context

* Quantum software engineering embraces
the practices, methodologies, and challenges
of traditional software engineering. One of
these challenges is the development of
secure software.
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Context
* The development of

secure software
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Context

e Similar to traditional software engineering,
security has also become a concern in
quantum software engineering.

e Security in quantum-software development
is a critical aspect given the novel nature of
quantum computing.
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Context

* However, there is little

evidence from studies that

analyze security concerns
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* Moreover, there is limited

information on research
that looks at security

concerns that developers

discuss in quantum software

development projects.
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Context

* We explored security topics detected in
open and closed issues in quantum software
projects hosted on GitHub, as well as
potential security design decisions
implemented in the projects.
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Study design
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RQ1: Security topics discussed by developers
RQ2: Security design decisions
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Key findings
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Key findings

* There is insufficient evidence to identify
secure design decisions from the developers
discussion.

* Developers focus on discussing algorithm
compilation strategies rather than designing
secure quantum software.
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Key findings
* Confidentiality and cryptography.

* From a software engineering perspective,
there have been efforts to apply software
development practices to quantum software
projects.

* However, the development of the quantum
software projects we analyzed is imperative.
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Future work

 Jdentification, characterization, and
description of security design decisions in
quantum software projects.

* Description of tactics and architectural
patterns.
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